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Privacy Frameworks

ZKP Tokens Issuer Backed Private EVM

Tokens ... hext

new privacy

model on

ZKP rules & EVM or off-chain Any EVM
y EVM

custom logic notarization Smart Contract

Wallet Functions
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x ‘ Programmable Privacy TTTTY
Token & Contract Private Data Key ZKP
APIs Store Management Proof Engines

Client Functions
LY RE6 o)
CILFDECENTRALIZED TRUST =

LABS Transaction Indexing Evene. Encrypted Data
Orchestration Transfer

Existing (non-private) Atomic Swap Privacy Preserving V *no modifications necessary Node
Tokens / Contracts Contracts Smart Contracts Registry
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Privacy Models
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How Paladin Works

Privacy Groups —
B us i ness WO r kﬂOWS Pente Pente Pente Pente Pente

Utilize Pente privacy groups for
approved parties to create and execute ... ". '.. ". ... cee

business logic.

/ ZKP Tokens \ / Notarized Tokens \ / EVM Smart Contracts \
(in privacy groups)

|
uipejed

Transaction Privacy

Utilize Zeto/Noto privacy preserving
tokens or EVM Smart Contracts in Zeto Noto

privacy groups to execute confidential —E%j He
L

value transfer.

Global State

Record private transaction in shared ‘
global state while masking transaction v SRR R s

details.

\ 4
|
A3
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EVM Private Smart Contracts

Privacy Groups provide an EVM native way to program private workflows

The Pente Domain

e A Paladin Client can instantiate
a Pente Domain to participate
in privacy group workflows

e Pente improves on the
architecture of prior Privacy
Groups

e Developer friendly and simple
to use

e Scalable & efficient design
horizontally manages many
parallel privacy groups

Pente Privacy Group
powered by ephemeral EVMs

CILFDECENTRALIZED TRUST
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EVM
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@ PALADIN Pre-execution 9 PALADIN
‘ A Programmable Privacy & signature ‘ ‘ Programmable Privacy
@ besu collection L% besu
Org 1 o ! Org 2

Base Ledger

Pente Contract

(masked account states)

i} Can invoke other on-chain logic

Private Tokens

On chain
A

Public
Smart Contracts

Pente Privacy Groups

e Fach Org transacting in a
Privacy Group runs an
ephemeral EVM

e A Privacy Group EVM only
runs to process a transaction
(like Lambda)

e Endorsement signatures are
collected and transactions
submitted to the base ledger

e The base ledger enforces the
inputs, outputs and order of
every transaction




Token Privacy Models

For privacy preserving tokens on a shared ledger

Paladin Token
Domains

A Paladin Domain is a
complete, full-stack
implementation of a privacy
architecture.

Orgs can play one or more
roles within a domain.

Noto and Zeto are extensible
reference domains provided
out of the box.

A single Paladin client can
belong to many domains.

In the future there may be
more domains supported by
Paladin.

Issuer Backed Private Tokens Zero Knowledge Private Tokens

Ref implementation: Noto

Q'\:—_:/' O

A trusted party manages
all state off chain and
signs a transaction
pre-submission.

Ref implementation: Zeto
O* O

All parties maintain state off
chain. One or more parties
generate proofs for
transactions that go on chain.
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ZRC-20
ZRC-721

Help me
choose!

There are many
relevant factors to
weigh when choosing
including:

Regulation
KYC/AML needs
Audit responsibility
Trust model
Throughput
Compute cost
Tech maturity

... and it isn't strictly
one or the other.

Example: Governance
activities like issuance
and KYC/AML might be
issuer-backed, and
simple trades might be
fully decentralized via
ZKP
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Reference Domains
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Pente EVM Privacy Groups: ASSEMBLY

6 PALADIN “
N/

Programmable Privacy
Ephemeral EVM (Assembly)

4
1

0 ST T T AT T T T T T m e e e e e e S (-
] ' Proposal
! ' Inputs
- SEVM
1 ! Outputs
Eth TX EVM . V ' |info (mx)
Signature X I |-
(EIP-1559) : !
I 1
1
: @ besu :
1
1

_________________________________ -
Local Intent Data ;l—/ N _I

Externally Owned Contract Account States
Account State
(nonce)
Selection from
Available States
Submitted TX
ABI, from func(params)
\ 7
Y 4
S~ _-
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Pente EVM Privacy Groups: ASSEMBLY

Eth TX
Signature

Local Intent Data

Submitted TX

ABI, from
func (params)

Submitter

/ Ephemeral EVM (Assembly)

EVM

1
™ = YV
(EIP-1559) | |

Externally Owned Contract Account States
Account State
(nonce)
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Endorsement

Pe8rte EVM Privacy Groups:

Eth TX
Signature

Local Intent Data

Submitted TX

ABI, from
func (params)

Submitter

A
’
M Endorsers

/ Ephemeral EVM (Assembly) \

EVM

(EIP-1559)

TXEV

Externally Owned Contract Account States
Account State
(nonce)
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/ Ephemeral EVM (Endorsement) \

Exact TX states only
Inputs + Read

Endorsement
: Privacy Group
Signature Anonymous
(ElP'712) Addresses

N e e e e e e

ENDORSEMENT

-
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Endorsement

P&1rite EVM Privacy Groups: SUBMISSION

Eth TX
Signature

Local Intent Data

Submitted TX

Submitter

/ Ephemeral EVM (Assembly) \

EVM

TX
(EIP-1559)

Externally Owned
Account State
(nonce)

ABI, from
func (params)

Endorsers N
1
1
Ephemeral EVM (Endorsement) \ | !
1
1
“Bew | !
1 Yy
1
. YEWM ¥
: @besu 'I | :
e —————— 1
-
':
Exact TX states only : 1
Inputs + Read "
1
o
1 1
1 1
':
Endorsement - | '
Signature oo |11
(EIP'712) Addresses : I
N 1
1

New On-chain States

[Output: Commitment XXX ]

[ Output: Commitment YYY ]

/ EIP-712
. h ( Existing On-chain States h Signature 4
EVM Transaction (masked) Verification
[ Input: Commitment AAA ]
Inputs: AAA, BBB (hashes) EVM
Read: ccc (hashes) :>
Outputs: XXX, YYY (hashes) [ Input: Commitment BBB ] Smart
Info (EVM TX): 000 (hash) Contract
transition(...)
[ Read: Commitment CCC ] ©
N\ y, \ J \

BBB

~

Pente Privacy Group - EVM Smart Contract

Q \_
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Unmodified EVM Blockchain

Public L1/L2 blockchain, Permissioned Besu (QBFT) etc.
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PE1rite EVM Privacy Groups: CONFIRMATION
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| | func(params) K : : K / | : " K /,' :
1 I Ly SzoooooooooooooA-------o-o-oo-zl
\ 11 1
_______________________________ ’ 1
' ¥ EVM Event Log
e (i ) | Endorsement - 1| | Inputs: AAA, BBB Off-chain
! ! : Signature szzﬁzrﬁ;z:p : : glelzg;ts ;;:(; vy data ma_:chedtto
1 . ] : 12 commitments
: Coordinator : ] (EIP-712) Addresses | | ' | 1nfo: 000 via hash
1
1 1 !

————————— H— ——————— / “Z'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_;;':;_1'_2'_'_'_'_'___ - \

( . ) Existing On-chain States | Signature (" New On-chain States )
EVM Transaction (masked) Verification L
[ Input: Commitment AAA ] [Output: Commitment XXX] Transaptlon is only
Inputs: AAA, BBB (hashes) EVM confirmed once
Read: ccc (hashes) :>
Outputs: XXX, YYY (hashes) [ Input: Commitment BBB ] cs"‘ta" . [Output: Commitment YYY] endorsglrnt?.?ts :;nd
Info (EVM TX): 000 (hash) ontrac stste availabi |tyf Ielwe
transition(...) een success u
[ Read: Commitment CCC ] ¢ AAA & BBB validated on—chai>r/1
N J \ J \ J
\ Pente Privacy Group - EVM Smart Contract /

Q Unmodified EVM Blockchain
Public L1/L2 blockchain, Permissioned Besu (QBFT) etc.
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Zeto: ZKP Backed Tokens

Using Commitments to represent the token economy, and Zero Knowledge Proofs to enforce transaction processing
rules. The Paladin client maintains private states on behalf of the users. The blockchain verifies the proofs.

Paladin Paladin

- @ .
@ [ 2pover LY 5 .%% [ 2corover I & &%
S WEB S

Party1 WEBASSEMBLY State tree; Party 2 ASSEMBLY State tree

4 UTXO State (private) I 4 UTXO State (private) N
UTXO0#1: 0x1234 UTX0#2: 0x5678 UTXO0#3: @xabcd UTXO0#4: 0xef90 UTX0#1: 06x1234 UTXO0#2: 0x5678 UTX0#3: 6xabcd UTXO0#4: Oxef90

Value: 1080 Value: ??? Value: 300 Value: 2?7 Value: ??? Value: 350 Value: ??? Value: 520
Owner: Party 1 Owner: ??? Owner: Party 1 Owner: ??2? Owner: ??? Owner: Party 2 Owner: ?22? Owner: Party 2
Nullifier#1: s Nullifier#3: s Nullifier#2: Nullifier#4:
4 Tokens N /Spent Nullifiers (public)\
(public)
Compiled ZK Verif UTXO#1: Bx1234 [ -*RENE Nullifier#1: @x6543
ompile erifier --1 ullifier#1: Ox
idi UTXO0#2: 0x5678 [==-<
Solidity/EVM ===~ Nullifier#2: @xfedc
UTX0#3: Bxabcd
UTX0#4 : 0xef90

\_ J \_ J

Unmodified EVM Blockchain
Public L1/L2 blockchain, Permissioned Besu (QBFT) etc.

<«
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Noto: Notarized UTXO Tokens Private EVM Group

programmable

submission Private Hooks
__________________ onMint()
PP UPPP PRI : onTransfer()
! Submitter Yoo Notary \. !
1 ! 1 ! 1
! Request P | ! :
! transfer b ' ! !
! (to, amount) ! ! ! : :
1 ! 1 ! 1 1
! F-- Fo--m-e- | OR ¥
1 ! 1 ! 1
! ' ! Check basic rules ' ! EVM Transaction (masked)
' EIP-712 —_____— bl - state validity ! !
. Selection from - e S [ T Inputs: AAA, BBB (hashes)
i signature [ state ownership ! . o P )
I g i | - conservation of value i direct submission | Outputs: ¥kX, ¥¥Y (hashes)
\ S ,:
/ Notary \
( Existing On-chain States h Signature (" New On-chain States
Verification
[ Input: Commitment AAA ] [Output: Commitment XXX]
EVM
[ Input: Commitment BBB ] Smart [Output: Commitment YYY]
Contract
transfer(...)
. AAA . BBB
\ y, \ y,
\ Noto - EVM Smart Contract /

Unmodified EVM Blockchain
Public L1/L2 blockchain, Permissioned Besu (QBFT) etc.

$
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Demo Time
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Paladin Deployment Automation: Get Running in Minutes

CILFDECENTRALIZED TRUST
LABS

Encrypted Data Transfer (MTLS)

Ul @——
JSON/RPC @——
WebSocket @

PALADIN

PALADIN

PALADIN

Database Database Database
Filesystem Filesystem Filesystem
~\
QBFT Genesis Node Registr Notarized Token ZKP Token Private EVM
(100ms block time) gistry Factory Factory Privacy Group Factory
J
( S 1 S t Paladi
) mar mar aladin
kubernetes PALADIN Kubernetes Paladin Besu Besu_ Contract Contract Node
operator CRs Node Node Genesis Deploy Invoke Registration
\
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Bringing It All Together
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Atomic DvP with Sub-Transaction Privacy

Private EVM Group Private EVM Group

Bond Tracker

Subscription
onMint() —_— prepare() ¢
@ @ onTransfer() @ distribute() @

Issuer Custodian Investor Custodian

Issuer-backed privacy token

e
Investor ; Custodian

Bond Transfer

Zero-knowledge Proof (ZKP) privacy token

O— B —©
e
Investor Custodian

Cash Transfer

| Atomic Transaction

v EVM Base Ledger

Paladin delivers programmable, composable Atomic DvP across the entire privacy stack
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Q&A

Get all the links at:
https://www.paladinprivacy.or

[

PALADIN

Programmable Privacy

A4
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ZKP Tokens

ZKP rules &
custom logic

Token & Contract
APIs

Transaction
Orchestration

Privacy Frameworks

Issuer Backed Private EVM
Tokens

EVM or off-chain Any EVM
notarization Smart Contract

Wallet Functions

Private Data Key
Store Management

Client Functions

= P

R,

Indexing Event streams

... hext
new privacy

model on
EVM

ZKP
Proof Engines

Encrypted Data
Transfer

Existing (non-private) Atomic Swap
Tokens / Contracts Contracts

Privacy Preserving
Smart Contracts

$ evm

*no modifications necessary

Registry
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https://www.paladinprivacy.org/

How To Get Involved

CILFDECENTRALIZED TRUST
LABS

Get the code and sign up to receive updates at paladinprivacy.org.

Join the community

# PALADIN -
Bringing true financial
A privacy to the world’s most
' popular smart contract
A4 platform

PALADIN

By registering for updates on
paladinprivacy.org, you'll get exclusive

invites to in-person privacy workshops.

You can also start a conversation with

the maintainers by joining the Discord.
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Read more

EILFDECENTRALIZED TRUST

Announcing Paladin, an LF
Decentralized Trust Lab for

Programmable Privacy on EVM

To learn more about the lab, check out
Peter and Andrew’s technical overview

of Paladin on the LF Decentralized
Trust blog.

Request a briefing

& kaleido

To talk with an expert about how
Paladin can unlock your use case,
schedule time with a Kaleido solution

architect.


https://www.lfdecentralizedtrust.org/blog/announcing-paladin-an-lf-decentralized-trust-lab-for-programmable-privacy-on-evm
https://www.lfdecentralizedtrust.org/blog/announcing-paladin-an-lf-decentralized-trust-lab-for-programmable-privacy-on-evm
http://paladinprivacy.org
https://discord.gg/hyperledger
https://www.kaleido.io/contact-us
https://www.kaleido.io/contact-us
http://paladinprivacy.org

