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PROBLEM

• Transform a >70-Year-Old Manual Process

• Involving ∼86 Thousand UN Retirees & Beneficiaries

• Residing in >190 Countries

• Using Paper-Based Forms

• Transmitted through >190 postal services

• Prone to Delays + Errors + Questioning (Negative Proof)

• Causing – in same cases – Suspension of Payments 



SOLUTION



OLD PROCESS



NEW PROCESS 

GPS



CHALLENGES: 

ADDRESSING & PROVIDING 4 PROOFS

1. Proof of Identity/Authentication

2. Proof of Existence

3. Proof of Transaction

4. Proof of Location



1. SECURITY: Protect Data from Unauthorized Access, Modification, or 
Deletion by using Encryption, Authentication, and Consensus Mechanisms

2. RELIABILITY: Provide Redundancy & Fault Tolerance

3. TRANSPARENCY: Support Data Immutability (Tamper-proof), Auditability, 
and Traceability

4. ACCOUNTABILITY: Record data in a chronological and irreversible way 
and provide a complete history of the transactions

5. ATTRIBUTION: Link data to the identities of the participants and provide 
proof of their actions

REQUIREMENTS



ALIGNMENT



WHY



WHAT & HOW

Blockchain

Biometrics 

Artificial Intelligence

Geo-Location



BLOCKCHAIN: Support Proof of Identity & Transactions

Immutable

Independently Auditable

Traceable

Triple-Entry

Distributed 
Ledger



1. Prevent/Detect Collusion: NO CENTRAL CONTROL (i.e., DB Admin.)

2. Control over WHO CAN PARTICIPATE

3. Support PRIVACY with Zero-Knowledge Proof & Tamper Proof Ledger

4. Create/Maintain/Audit an IMMUTABLE Ledger

WHY BLOCKCHAIN?

TO ANSWER THE QUESTION: How Can You Prove There is "No Fraud”?



BIOMETRICS: Provide Proof of Authentication & Life

Facial Recognition

Stored only on the User’s Device

To Authenticate Users

Events Recorded 

on the

Blockchain



GPS: Provide Proof of Location

Global Positioning System

Of the User’s Device

Use to Determine & Record Location

Required only for specific cases 

(two-track system)

GPS



ARTIFICIAL INTELLIGENCE: Detect/Prevent “Deep Fakes”
(ISO 30701-3 “Presentation Attack Detection”)



THE

APPLICATION







Ratings & Reviews



ARCHITECTURE

-

DESIGN PATTERN

-

DECISION MODEL



SELF-SOVEREIGN-IDENTITY 

Design Pattern & Decision Model
Design Pattern Category = Decentralized Identifiers Documents (DID)

Decision Model = Security Decision Model

Predicated on the following Concepts & Components:

Design Pattern Decision Model

- Identifier Registry
- Multiple Registration
- Blockchain & Account Pairing
- Dual Resolution

- Authentication
- Authorization



From LF Decentralized Trust 

Self-Sovereign-Identity

(SSI)



From LF Decentralized Trust

Self-Sovereign-Identity & Verifiable Credentials



UNJSPF for Retirees/Beneficiaries

and 

Member Organizations for Active Participants

• Identity Verification/Recording

• Biometric Data Capturing 

• Data Acquisition

• Digital ID Creation (Decentralized Identifier)

Conceptual View
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Biometric Identity
• Face recognition

• Proof of Existence

Proof-of-Life issuance
• Transactions/events stored on the Blockchain

• Immutable and Tamper Proof

• Can be Traced, Audited and Validated
Blockchain
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Web Based Admin Site: Administration from any location

Conceptual View 
Components

Mobile Application: Biometric authentication and user interaction

Blockchain: Safe recording of Identity Creation & Transactions with 

Traceability and Auditability, on a Distributed Ledger within UN premises 

(UNICC Nodes on a Permissioned Blockchain) protected by the UN 

Privileges & Immunities

UNJSPF 
Operator

SPC Secretary

Participant / Benficiary



THE 

UNDERLYING 

TECHNOLOGY



LF Decentralized Trust



Tech Stack



Data on the Blockchain

The Blockchain Captures Only the Following Data:

(i)Transaction validation data “roothash”

(ii)Transaction Type (Attribute Transaction) = 100 

(iii)Transaction timestamp (epoch)

(iv)Sender Public Signature: Public key



BENEFITS

&

SUSTAINABILITY



No Paper



No Physical Print – Mail - Store



No Manual Verifications



No Single Point of Failures



The Evolution



Kiosk Mode to Address “DIGITAL DIVIDE”



UN Digital ID



ISO CERTIFICATION

&

ASSURANCE



UNJSPF Digital ID Solution: ISO 27001 Certified



UNJSPF Digital Solution

In Progress ISO Certifications & Attestations



ALGORITHM ASSESSMENT



NIST 

FACE RECOGNITION TECHNOLOGY EVALUATION



CYBERSECURITY ASSESSMENT 

Control Domains

1. High Level Solution

2. Front-End Solution Components

3. Back-End Solution Components

5. External System Integration 

6. Business Network Integration

7. Non-Technical Threats

8. Pace of Change

9. Web 3.0 vs Traditional Development4. Network Security

10. Smart Contracts (N/A)

11. Futureproofing



IDENTITY PRIVACY ASSURANCE

Control Domains

1. Use Case: i.e., Identity Management 

2. Rationale: Requirements & Resources

3. Biometric Modality: i.e., Facial 
Recognition

5. Human Rights Due Diligence 

6. Data Provenance, Protection & Privacy 
Rights

7. Data Stewardship, Minimisation & 
Purpose Limitation: i.e., Self Sovereign 
Identity

8. Stakeholder Consultation

9. Security Verification & Business Cont.

4. Legal Norms & Ethical Principles

11. Risk Assessment 

12. Financial Planning; System 
Procurement, Testing and Standards

13. Network Connectivity

14. How biometric data is collected

15. Legality of Data Collection & 
Consent

16. Data Management & Quality

17. Presentation Attack Detection

18. Exception Handling

19. Operating Parameters

20. System Security

21. Performance Mgmt & 
Testing Protocols

22. Managing & Deploying

23. Operating in extreme conditions

24. Oversight 

25. Innovation and emerging tech 

26. Service Delivery 

I. Policy: Formulation, Supporting Principles 
and Documentation 

II. Data Collection: Enrolment & 
Integrity  Biometric Data 

III. Data Processing & 
Output Management 

IV. Organisational 
Issues 



LESSONS LEARNED



CHALLENGES FACED

DURING IMPLEMENTATION

• COVID-19 Pandemic: Always have a “Plan B!”
• Don’t Assume…Anything
• Written Instructions: Not Enough



INTEGRATION of EMERGING TECH 

• Scalability/Performance: Be Ready for Surprises
• Biometric Data Storage Requires Special Consideration
• Digital Divide



ASSURANCE  

• Emerging Tech = Emerging Standards
• AI Dual Role = Detect or Generate Synthetic Media
• Certification Not a One Time Process



STRATEGIES 

FOR USER ADOPTION

• Invest Early in User Awareness/Education
• Continuous Feedback
• Implement Progress Disclosure
• Gradual Introduction of Features



IMPORTANCE OF

COMMUNICATION 
• Prioritize User-Centric Design

• Incorporate intuitive interfaces with minimal written instructions
• Conduct usability testing with user groups to identity pain points

• Simplify Complex Concepts
• Breakdown technical terms into easily understandable language
• Use analogies and real-world examples
• Avoid jargon and acronyms 

• Diversify Communication Channels
• Utilize multiple platforms to reach global users
• Implement phone support and follow-up assistance
• Create video tutorials and interactive guides

• Address Misconceptions Proactively
• Develop targeted campaigns to clarify ”distinctions”
• Provide clear information about data security and privacy
• Offer FAQ section and “myth-busting” content



ACKNOWLEDGMENT 

& 

RECOGNITIONS



UN SECRETARY-GENERAL AWARD  

INNOVATION & SUSTAINABILITY



GOVERNMENT BLOCKCHAIN ASSOCIATION (GBA)

SOCIAL IMPACT AWARD



GARTNER - “CASE STUDY”



INVESTMENT & PENSION EUROPE

PENSIONS TECH 



WORLD SUMMIT INFORMATION SOCIETY



COLLABORATION



“GET INVOLVED”

IN BUILDING TRUST WITH BLOCKCHAIN & EMERGING TECH



Final Thoughts





Thank you 



Appendix



1. Karl Wüst and Arthur Gervais Model -> IACR Cryptology, 2017 
“Do you need a Blockchain?” https://eprint.iacr.org/2017/375

2.   Birch-Brown-Parulava Model
Towards ambient accountability in financial services: Shared ledgers, translucent transactions and 
the technological legacy of the great financial crisis, Journal of Payments Strategy and Systems, 
2016

3. Kuang Lo, Xiwei Xu, Yin Kia Chiam, and Qinghua Lu, 
“Evaluating Suitability of Applying Blockchain”, IEEE 2017

4. Generalized decision models:
• World Economic Forum
• NIST
• CompTIA

DECISION MODELS 

FOR BLOCKCHAINS

https://eprint.iacr.org/2017/375


- Create a permanent authoritative record

- Require shared write access

- No reliance on a trusted party
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