


Antitrust Policy Notice

Linux Foundation meetings involve participation by industry competitors, and it is the intention of the Linux 
Foundation to conduct all of its activities in accordance with applicable antitrust and competition laws. It is 
therefore extremely important that attendees adhere to meeting agendas, and be aware of, and not 
participate in, any activities that are prohibited under applicable US state, federal or foreign antitrust and 
competition laws.

Examples of types of actions that are prohibited at Linux Foundation meetings and in connection with Linux 
Foundation activities are described in the Linux Foundation Antitrust Policy available at 
linuxfoundation.org/antitrust-policy

If you have questions about these matters, please contact your company counsel, or if you are a member of 
the Linux Foundation, feel free to contact Andrew Updegrove of the firm of Gesmer Updegrove LLP, which 
provides legal counsel to the Linux Foundation.
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To provide a robust, common set of standard and complete 
architecture for internet-scale digital trust.

We focus on BOTH…

Interoperability and cryptographic verifiability at the machine layers
 

Human accountability at the legal, business, and social layers

ToIP M
ission
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A deepfake crisis

Has been a long time coming 
& has only just begun

Online scam is being 
industrialized

Cambodia, a country of more 
than 16 m people, has a 
scam industry the size of 
almost half of its GDP

The old tools aren’t 
working
&
both detection software and 
watermarks can be defeated.

Credit for news source: The Economist magazine issues Oct 24, 2024 and Jan 17, 2024. We added the highlights.



Verifiable Authenticity is the 
foundation to truly answer 

this threat
And it should be built in a principled 
way—like the IETF build the Internet.



Since we are 
defining an 
architecture for 
digital trust, of 
course we need 
technology…

Technology



But technology 
alone cannot 
produce trust.

That only comes 
with human 
governance.

Technology Governance



ToIP follows the 
same 4 layer 
stack as the 
Internet — only it 
integrates 
governance at 
each layer.
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Technology Governance



Governance is a 
living process—it 
evolves through 
define, run, and 
redefine cycles.
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ToIP defines the 
model.

Digital trust 
ecosystems 
define instances 
of this model.
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Ecosystem 1

Ecosystem 
uses

The goal of the 
ToIP stack is to 
enable a world of 
interconnected & 
interoperable 
digital trust 
ecosystems.

ToIP

▢ Purpose & Scope
▢ Governance
▢ Technology 
▢ Legal Model
▢ Commercial Model
▢ Credential Model
▢ Ecosystem Roles

(e.g., Issuers, Holders, Verifiers, 
Relying Parties)

▢ Membership Policies
▢ Regulatory Policies
▢ Liability & Insurance
▢ Mutual Recognition
▢ …

ToIP learns 
from

Ecosystem 2
▢ Purpose & Scope

▢ Governance

▢ Technology 

▢ Legal Model

▢ Commercial Model

▢ Credential Model

▢ Ecosystem Roles
(e.g., Issuers, Holders, Verifiers, Relying Parties)

▢ Membership Policies

▢ Regulatory Policies

▢ Liability & Insurance

▢ Mutual Recognition

▢ …

Ecosystem 3
▢ Purpose & Scope

▢ Governance

▢ Technology 

▢ Legal Model

▢ Commercial Model

▢ Credential Model

▢ Ecosystem Roles
(e.g., Issuers, Holders, Verifiers, Relying Parties)

▢ Membership Policies

▢ Regulatory Policies

▢ Liability & Insurance

▢ Mutual Recognition

▢ …

Ecosystem 4
▢ Purpose & Scope

▢ Governance

▢ Technology 

▢ Legal Model

▢ Commercial Model

▢ Credential Model

▢ Ecosystem Roles
(e.g., Issuers, Holders, Verifiers, Relying Parties)

▢ Membership Policies

▢ Regulatory Policies

▢ Liability & Insurance

▢ Mutual Recognition

▢ …

Ecosystem 5
▢ Purpose & Scope

▢ Governance

▢ Technology 

▢ Legal Model

▢ Commercial Model

▢ Credential Model

▢ Ecosystem Roles
(e.g., Issuers, Holders, Verifiers, Relying Parties)

▢ Membership Policies

▢ Regulatory Policies

▢ Liability & Insurance

▢ Mutual Recognition

▢ …

uses/learns

uses/learns

uses/learns

uses/learns
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▢ Purpose & Scope

▢ Governance

▢ Technology 

▢ Legal Model

▢ Commercial Model

▢ Credential Model

▢ Ecosystem Roles
(e.g., Issuers, Holders, 
Verifiers, Relying Parties)

▢ Membership Policies

▢ Regulatory Policies

▢ Liability & Insurance

▢ Mutual Recognition

▢ …
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We have also 
created the 
ToIP Glossary 
to enable inter- 
operability of 
terminology 
across digital 
trust projects & 
ecosystems.

glossary.trustoverip.org
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Trust Spanning Protocol

TSP is a protocol design 
explicitly to serve as a universal 
spanning layer for digital trust 
relationships between any two 
parties—in the same way that IP 
serves as a spanning layer for 
data packets between to local 
area networks.
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Layer 2 — Trust Spanning

Layer 1 — Trust Support

Layer 4 — Trust Applications

Trusted 
Messaging

Trusted
Data Sharing

Query Trust 
Registry Consent

Pay

Delegate

Layaway Bid Stake

Issue 
Credential

Present 
Proof

Revoke 
Credential

Sign Vote

Verifiable Authenticity, Confi- 
dentiality, & Metadata Privacy

Message Transfer 
(e.g., SMTP, DIDComm)

State Transfer 
(e.g., HTTPS, DWN)

Credential 
Exchange

Value 
Exchange

…

…

Other 
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Biometric
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Trust Registry Query Protocol

TRQP is a simple standard protocol to 
query for authoritative ecosystem 
verification data—a “DNS for trust”.

Does Entity X have Authorization Y 
under Governance Framework Z?

TRQP-enabled trust registries & trust 
lists enable trust decisions both within 
and across ecosystems.
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TRQP can be adapted to talk to any authoritative source

TRQP TRQP TRQP TRQP



Governance

Governing 
Parties

Auditors

Certification 
Bodies 

Risk 
Assessment

Governance 
Requirements

Define

Governance 
Frameworks 

Governed 
Parties

Governance 
Agreements

Run

Residual 
Risk 

Assessment

The Governance Cycle





Questions?



ToIP Presenters 

Drummond Reed Karla McKennaJudith Fleenor Wenjing Chu

ToIP Director of Strategic Engagement
judith@trustoverip.org

Gen Digital
Drummond.Reed@gendigital.com

GLEIF
Karla.Mckenna@gleif.org

Furturewei Technologies
wchu@futurewei.com
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dbarbosa@linuxfoundation.org
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Sr. Director of Ecosystem 
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kottoni@linuxfoundation.org
Chief Technical Officer

hmontgomery@linuxfoundation.org
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dboswell@linuxfoundation.org
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